How to disable Internet Explorer Enhanced
Security Configuration on Windows Server
2008
[

Preface:

Windows Server 2003 and, subsequently, Windows Server 2008 shipped with
security locked down by default. Part of this locking down is Internet
Explorer Enhanced Security, which is an extra layer of protection when
surfing the internet using Internet Explorer (more information can be found by
going here on a Windows Server 2008 [test] machine). Some people want to
diable it. That’s OK, Microsoft allows that, and that’s what this tutorial will
show you how to do. As we will soon see, we have the option to disable the
Enhanced Security Configuration (ESC) for Administrators, Users, or both. In
this tutorial, we will be disabling it for both types of user.

Method:

Click Start, move your cursor over Administrative Tools, and click Server
Manager
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Now, under "Security Information" on the main Server Manager pane, click

Configure IE ESC



o

File Action View Help
&= = H
i SV RUENERC RN N elec i3Il Sarver Manager (WIN-IOCGRKKB1ES)
5 Roles (eSS
Features 5 o
Diaanastics | - Getan overview of the status of this server, perform top management tasks, and add or remove server
g - 1t B : roles and features.
Configuration i
ﬁtﬂ_)'raga_ HE ;I
- Server Manager Disabled
Remote
Management:
Product ID:
r Do not show me this console at logon
(~) Security Information W Go to Windows Firewall
Eff
Windows Firewall: Public: On B
*4 Check for New Roles
Windows Updates: Chedk for updates only, using ) ) )
Windows Update i RunSe Configuration Wizard
i Configure.
Last checked for Yesterday at 10:39 PM
updates:
Last installed Yesterday at 11:21 PM
updates:
TE Embmemmnd T Frr A Armiminbe —bmen z e ay L X A KL
1 | _pl {'ﬁ Last Refresh: Today at 3:17PM  Configure refresh. { :

The Internet Explorer Enhanced Security Configuration will open, allowing
you to choose whether to have it enabled for Administrator and/or User
groups. Because in this tutorial we are disabling the configuration for all users,
we set both radio buttons to "Off", and press "OK".
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And that’s all! From the next time Internet Explorer is loaded, IE ESC will not
be enabled.

Orgional Source Website: http://www.visualwin.com/IE-Enhanced-
Security-2008/

Online URL: https://kb.naturalnetworks.com/article.php?id=112
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